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Why Study Data Communications?

Revolution is occurred in telecommunications networks 

Accessibility 

ʹ to get accurate information. 

- data/information sharing? 

- Eg: From one pc ʹ data copied onto a floppy disk and physically reloaded to 
another pc/remote computer ʹ time consuming, inconveniences. 

Technological advances drive communication links to carry more and faster 
signals. 











Terminologies of Data communication

• Data- Information that has been processed, organized and stored.

• Data communication-transmission, reception & processing of digital
information.

• Network/ nodes/ stations- set of devices interconnected by media
links Simple- two computers or a computer with a printer Complex-
one or more main frame computers with a thousand remote
terminals.



Data Communication

• Data communications (DC) is the process of using computing and
communication technologies to transfer data from one place to
another, and vice versa.

• It enables the movement of electronic or digital data between two or
more nodes, regardless of geographical location, technological
medium or data contents.



Basic Components of Data Communication

Exchange of digital information between two digital devices is 

data communication



Five Components :

1. Message ʹ the information (data) to be communicated. Can
consists of text, numbers, picture, audio, video.

2. Sender ʹ the device that sends the data message. Can be a
computer, workstation, mobile phone, video cam etc

3. Receiver ʹ the device that receives the message. Can be a
computer, workstation, mobile phone, tv etc.

4. Medium ʹ the physical path by which a message travels from
sender to receiver. UTP cable, coaxial, fiber optic, radio wave.

5. Protocol ʹ A set of rules that govern data communication.
Represent an agreement between the communicating devices.



Some devices/technologies used in data communications are known as data communication equipment (DCE) and data 

terminal equipment (DTE). 

• DCE is used at the sending node

• DTE is used at the receiving node



Effectiveness of a data communication system

• The effectiveness of a data communication system depends on 4 
fundamental characteristics : 

1. delivery ʹ the system must deliver data to the correct destination. 

2. accuracy ʹ the system must deliver data accurately. 

3. timeliness ʹ The system must deliver data in timely manner. 

4. Jitter ʹ variation in arrival time



Data Communication circuit arrangements

• Circuit Configurations

• Point to Point Communication: Involves only two stations on a circuit.

• Multipoint: Involves more than two stations in a circuit.



Data Transmission

ͻ DĂƚĂ TƌĂŶƐŵŝƐƐŝŽŶ ŵĞĂŶƐ ŵŽǀĞŵĞŶƚ ŽĨ ƚŚĞ ďŝƚƐ ŽǀĞƌ Ă ƚƌĂŶƐŵŝƐƐŝŽŶ 
medium connecting two devices. 

It enables devices or components within devices to speak to each 
other. 

ͻ TǁŽ ƚǇƉĞƐ ŽĨ DĂƚĂ TƌĂŶƐŵŝƐƐŝŽŶ ĂƌĞ͗ 
Parallel Transmission Serial Transmission

• Serial data transmission sends data bits one after another over a
single channel.

• Parallel data transmission sends multiple data bits at the same time
over multiple channels.



Serial and Parallel Data Transmission



Types of Serial Transmission
• Serial transmission has two classifications: asynchronous and synchronous.

• Asynchronous Serial Transmission

❖Data bits can be sent at any point in time.

❖Stop bits and start bits are used between data bytes to synchronize the transmitter and
receiver and to ensure that the data is transmitted correctly.

❖The time between sending and receiving data bits is not constant, so gaps are used to
provide time between transmissions.

• Synchronous Serial Transmission

❖Data bits are transmitted as a continuous stream in time with a master clock.

❖The data transmitter and receiver both operate using a synchronized clock frequency;
therefore, start bits, stop bits, and gaps are not used.

❖This means that data moves faster and timing errors are less frequent because the
transmitter and receiver time is synced. However, data accuracy is highly dependent on
timing being synced correctly between devices.



Transmission Modes

• Simplex: Transmit only or receive only or one way only lines.  eg. Television

• Half Duplex: Two way alternate or either way lines. eg. police radio

• Full Duplex:Two way simultaneous or both way lines. eg. telephone



FACTORS TO BE CONSIDERED WHILE 
CHOOSING TRANSMISSION MEDIUM

• Transmission Rate

• Cost and Ease of Installation

• Resistance to Environmental Conditions

• Distances



Transmission Media
• Guided Media

• With guided transmission media, the waves are guided along a
physical path; examplesof guidedmedia include phone lines, twisted
pair cables, coaxial cables, and optical fibers. Wired

• Unguided Media
• Unguided transmission media are methods that allow the

transmission of data without the useof physical meansto define the
pathit takes.



Guided/Wired Media

• Guided transmission media uses a ͞CĂďůŝŶŐ “ǇƐƚĞŵ͟ that guide the 
data signal along a specific path. 

• The data signals are bounded by cabling system so guided media is 
also known as bounded media.

• Three basic types of guided media:-

• Twisted Pair Cable

• Coaxial Cable

• Optical Fibre



Guided/Wired

1. Twisted Pair Cable:-

• Most popular communication media 

• The wires in twisted pair cable are twisted together in pairs. 

• Each pair would consist of a wire used for the positive data signal and 
a wire for the negative data signal. 

• Any noise that appears in the wire of the system creates a 
disturbance on the other wire. 

• It is the cheapest and easily available system which can carry data or 
information to the destination. 

• It is mostly used in telecommunication.









Guided/Wired

2. Coaxial Cable
A coaxial cable is a type of shielded and insulated copper cable that is used in 
computer networks and to deliver cable TV services to end users.
It consists of four primary components, as follows:
• A core copper wire, which serves as the primary channel.
• A dielectric insulator, which surrounds the copper.
• Metallic Shieldbeneath the insulator. This is used to protect from external 

electromagnetic interference.
• The last layer, which is made of Teflon or plastic jacket, is used to protect 

the inner layers from physical damage, such as fire and water.



Guided/Wired
3. Optical Fibers
• Fiber-optic cables arenow the mainway of carrying information over long distances

because they have three very big advantages over old-style copper cables:
• Less attenuation: (signal loss) Information travels roughly10 times further beforeit

needs amplifying—which makes fiber networks simpler and cheaperto operate and
maintain.

• No interference: Unlike with copper cables, there'sno "crosstalk" (electromagnetic
interference) between optical fibers,so they transmit information more reliably with
better signal quality

• Higher bandwidth: Fiber-optic cables can carry far more data than copper cablesof the
same diameter.

Related Videos

https://www.youtube.com/watch?v=aqazAcE19vw

https://www.youtube.com/watch?v=02wPSDOXMhc

https://www.youtube.com/watch?v=MrJswUU143M

Total Internal reflection is the basic idea of fiber optic

John Tyndall demonstration in 1870

https://www.youtube.com/watch?v=aqazAcE19vw
https://www.youtube.com/watch?v=02wPSDOXMhc
https://www.youtube.com/watch?v=MrJswUU143M


Fiber optics

• Fiber optics, also spelled fibre optics,

the science of transmitting data, voice, and

images by the passage of light through thin,

transparent fibers.

• In telecommunications, fiber optic technology

has virtually replaced copper wire in long-

distance telephone lines, and it is used to

link computers within local area networks.

• Fiber optics is also the basis of the fiberscopes

used in examining internal parts of the body

(endoscopy) or inspecting the interiors of

manufactured structural products.



History of Fiber Optics

Total Internal reflection is the basic idea of fiber optic



Unguided/Wireless
• Unguided medium transport electromagnetic waves without using a

physical conductor.

• This type of communication is often referred to as wireless
communication.

• Signals are normally broadcast through free space and thus are
availableto anyone who has ahas a device capableof receiving them.

• The below figure shows the partof the electromagnetic spectrum,
ranging from 3 kHzto 900THz, used for wireless communication.



Unguided/Wireless

• Unguided media relates to data transmission through the air and is
commonly referred to as wireless. The transmission and reception of data is
carried out using antenna.

• There are two main ways that antenna work:
• Directional (in a beam)
• Omnidirectional (all around)

• All unguided media transmission are classified as wireless transmission.

• This is the wireless media that transport electromagnetic waves without
using a physical conductor. Signals are broadcast either through air. This is
done through radio communication, satellite communication and cellular
telephony.

• Unguided or wireless media sends the data through air (or water), which is
available to anyone who has a device capable of receiving them.



Unguided/Wireless
Wecandivide wireless transmission into three broadgroups:

• Radio waves: Electromagnetic waves rangingin frequencies between
3 KHz and 1GHz are normally called radio waves.

Radio waves use omnidirectional antennas that send out signals
in all directions.

• Micro waves: Electromagnetic waves having frequencies between 1
and300GHz are called micro waves.

• Infrared waves: Infrared waves, with frequenciesfrom 300 GHz to
400THz, canbeused for short-range communication.



Summary

• A computer network is a digital telecommunications network for
sharing resources between nodes, which are computing devices that
use a common telecommunications technology.

• Data transmission between nodes is supported over data
links consisting of physical cable media, such as twisted pair or fiber-
optic cables, or by wireless methods, such as Wi-Fi.



Networks
• A Network is a setof device (normally called nodes) connected

by communication links.

• A node canbecomputer, printeror any other device capableof
sending and receiving data generatedby other nodeson the
network.

• A network mustbeableto meet a certain numberof criteria:
• Performance:

• Performance canbe measuredin many ways, including transmit time and
response time:
• Transmit time is the amount of time requiredfor a messageto travel from of

deviceto another.
• Response time is the elapsed time betweenaninquiry and a response

• The performanceof network dependson a numberof factors including the
numberof users, the typeof transmission medium, the capabilitiesof the
connected hardware and the efficiencyof the software.



Networks
• Reliability:
• In addition to accuracy of delivery, guaranteed delivery,

network reliabilityis measuredby the frequencyof failure,
the time it takes a linkto recover from a failure and the
network’s robustnessin a catastrophe.

• Security:
• Network security issues include protecting the data from

unauthorizedaccess.
• Access control.
• Integrity.
• Authentication.
• Confidentiality.
• Non-repudiation.



Type of Connection.

• A networkis two or more devices connected through links.
• A link is the physical communication path way that transfers data from one

deviceto another.

• For communicationto occur, two devices mustbe connectedin some
way to the same linkat the same time.

• There are two possible typesof connections:
• Point-to-point.
• Multipoint.



Point-to-Point.

• A point-to-point connection provides a dedicated link between two
devices.

• The entire capacityof the link is reserved for transmission between
those two devices.

• A point-to-point connectioncanbe establishedby using both cableor
wireless like microwaveor satellite links.

Node Node

Link



Multipoint.

• A multipoint (also called multidrop) connectionis one in which
more than two specific devices share a single link.

• In a multipoint environment, the capacityof the channelis shared
either permanentlyor temporally.

Node

Node

Node



Categories of Network.

• Three categoriesof network.
• Local Area Network.
• Metropolitan Area Network.
• Wide Area Network.

• Local Area Network:
• A LAN is usually owned and links the devicesin a single office, buildingor campus.
• A LAN canbe assimpleastwo PC’s and a printerin someone home officeor it can

beextend throughout a companyaninclude connecting several office together.
• LANs are designedto share resource between personal computers.

• The resourcesto be shared can include hardware .i.e. printer, software .i.e. application
programor data.



Categories of Network.

• Metropolitan Area Network:
• A MAN is designedto extend overanentire city.
• It may be a single network suchasa cable television networkor it may be a

means of connecting a number of LANs into a larger networksothat resources
may be shared LANto LAN.
• For example, a companycanuse a MANto connect the LANsin all its offices

throughout a city.
• A MAN may be wholly owned and operated by a private company, orit may

be a service provided by a public company suchaslocal telephone company.



Categories of Network.
• Wide Area Network:

• A WAN provides long-distance transmissionof data, voice, image and video
information over larger geographic areas that may comprise a country, a continent
or even the whole world.
• Internetis anexample of WAN.



WAN Types

• Point to Point WAN 
Connects two communicating devices through a
transmission media(cable or air).

• A Switched WAN
Backbone of global communication.

It is a network with more than two ends.

Note: when two or more networks are connected,
they makeaninternetwork or internet.

An internet is Switched Network in which a switch connects at least two links together.

A Switch needs to forward data from a network to another network when required. 



Additional building blocks of transmission media
Network interfaces

• A Network Interface Controller (NIC) is computer hardware that provides a computer with the
ability to access the transmission media, and has the abilityto process low-level network
information.

For example, theNIC may have a connector for accepting a cable.

• Repeater – A repeater operatesat the physical layer. Itsjob is to regenerate the signal over the
same network before the signal becomestoo weakor corruptedsoasto extend the lengthto which
the signalcanbetransmitted over the same network.

An important point to be noted about repeaters is that they do no amplify the signal.

• Hub – A hub is basically a multiport repeater. A hub connects multiple wires coming from
different branches, for example, the connectorin star topology which connects different stations.
Hubs cannot filter data,sodata packets are sentto all connected devices.

Network Interface Controller



Additional building blocks of transmission media
• Routers
➢A router is a networking device that forwards data packets betweencomputer networks.
➢It determines the best way for a packetto be forwardedto itsdestination.
➢A data packetis typically forwarded from onerouter to anotherrouter through the

networks that constituteaninternetwork untilit reachesits destination node.
Note: Therouter is wired to themodem, and themodem is wired to the cable company's coaxial cable.

• Firewalls
➢Control network security and access rules. 
➢Typically configured to reject access requests from unrecognized sources while allowing 

actions from recognized ones. 
➢The vital role firewalls play in network security grows in parallel with the constant 

increase in cyber attacks.



Additional building blocks of transmission media
Bridges: A bridge is a type of computer network device that provides
interconnection with otherbridge networks that use the same protocol.

Switches:A switch is used in a wired networkto connect Ethernet cables from a
number of devices together. Theswitch allows eachdevice to talk to the others.
Switches allow dozens of devicesto connect.

Modem: A modem is a hardware device that allows a computerto send and receive
data over a telephone line or a cable or satellite connection.



S.NO HUB SWITCH

1.
Hub is operated

on Physical layer.

While switch is operated

on Data link layer.

2.
Hub is a broadcast

type transmission.

While switch is a Unicast,

multicast and broadcast type

transmission.

3.
Hub have maximum

4 ports.

While switch can have 24 to

28 ports.

4.
In hub, there is only

one collision

domain.

While in switch, different

ports have own collision

domain.

5.
Hub is a half duplex

transmission mode.

While switch is a full duplex

transmission mode.

•Hubs are ͞ĚƵŵď͟ devices that pass on anything received on one

connection to all other connections.

•Switches are semi-intelligent devices that learn which devices are on

which connection.

•Routers are essentially small computers that perform a variety of

intelligent tasks.



Network Topology
ͻTŚĞ ƚŽƉŽůŽŐǇ ŽĨ Ă ŶĞƚǁŽƌŬ ĚĞĨŝŶĞƐ ŚŽǁ ƚŚĞ ŶŽĚĞƐ ŽĨ Ă ŶĞƚǁŽƌŬ ĂƌĞ ĐŽŶŶĞĐƚĞĚ͘
ͻTŚĞƌĞ ĂƌĞ ƚǁŽ ďĂƐŝĐ ĐĂƚĞŐŽƌŝĞƐ ŽĨ ŶĞƚǁŽƌŬ ƚŽƉŽůŽŐŝĞƐ͗ 
(To define The network)

• Physical topology: defines how the nodes of the network are physically connected.

• Logical topology: How data is transmitted between nodes. 

(dedicated connections between certain selected source-destination pairs using the underlying physical topology.)

• the logical topology should be chosen such that either the average hop distance or the 

packet delay or the maximum flow on any link must be minimal.

Physical

➢Describes the geometric arrangement of components that make up the LAN

Logical

➢Describes the possible connections between pairs of networked end-points that can communicate



Physical Network Topology

• The shape of the cabling layout used to link devices is called the 
physical topology of the network. 

• This refers to the layout of cabling, the locations of nodes, and the 
interconnections between the nodes and the cabling 

• It describes the layout or appearance of a network 

• A multi point topology connects 3 or more stations through a single 
transmission medium 

• Eg: star, bus, ring, mesh & hybrid



• Each nodeis connectedto a single cable, by the
help of interface connectors.

• This central cableis the backbone of the network
andis knownasthebus(thus the name).

• A signal from the source travelsin both
directionsto all machines connected on the bus
cable untilit finds the intended recipient.

• If the machine address doesnot match the
intended address for the data, the machine
ignores the data.

• Alternatively, if the data matches the machine
address, the datais accepted.

• Because the bus topology consists of only one
wire, it is rather inexpensiveto implement when
comparedto other topologies.



Fully Connected Mesh Topology

• In a fully connected network, all nodes are
interconnected.(In graph theory thisis called
a complete graph.)

• The simplest fully connected networkis a two-
node network.

• A fully connected network doesn't needto
use packet switchingor broadcasting.

• However, since the number of connections grows
quadratically with the number of nodes: This kind
of topology does not trip and affect other nodesin
the network.

• C=n(n-1)/2
This makes it impractical for large networks.



• Each network hostis connectedto a central hub with a
point-to-point connection.

• Every computeris indirectly connectedto every other
nodewith the helpof thehub.

• In Star topology, every node (computer workstationor
any other peripheral)is connectedto a central node
calledhub,routeror switch.

• The switch is the server and the peripherals are the
clients.

• The network doesnot necessarily haveto resemble a
star to be classifiedas a star network, but allof the
nodeson the network mustbe connectedto one central
device.

• All traffic that traverses the network passes throughthe
centralhub.

• The star topologyis considered the easiest topologyto
design and implement.

• An advantageof the star topologyis the simplicity of
adding additional nodes.

• The primary disadvantageof the star topologyis that
thehubrepresents a single pointof failure.



Ring Topology

• A ring topologyis a bus topologyin a closed loop.
• Data travels around the ringin one direction. When one

node sends datato another, the data passes through each
intermediate node on the ring until it reaches its
destination.

• The intermediate nodes repeat (re transmit) the datato
keep the signal strong.

• Every node is a peer; there is no hierarchical
relationship of clients and servers.

• If one nodeis unable to re transmit data,it severs
communication between the nodes before and afterit in
the bus.





Logical Topology

• The logical topology, in contrast, is the way that the signals act on the
network media, or the way that the data passes through the network
from one device to the next without regard to the physical
interconnection of the devices.

• A network's logical topology is not necessarily the same as its physical
topology.



Protocols.

• Two communicating entities cannot simply send bit streams to each 
other and expect to understand.

• For communication to occur, the entities must agree on a protocol.

• A protocol is a set of rules that governs data communication.

• A protocol defines what is communicated, how it is communicated 
and when it is communicated.

• The key elements of a protocol are Syntax, Semantics and Timing.



Protocols.

• Syntax:

• Syntax refers to the format of the data, meaning the order in which they are presented.

• For example, a simple protocol might expect the first 8-bits of data to be the address of 
the sender, the second 8-bits to be the address of the receiver and the rest of the stream 
to be the message itself.

• Semantics:

• Semantics refers to the meaning of each section of bits.

• How a particular pattern to interpreted and what action to be taken based on the 
interpretation.

• For example, an address identify the route to be take or the final destination of the 
message.



Protocols.

• Timing:

• Timing refers to two characteristics: when data should be sent and how fast they can be 
sent.

• For example, if a sender produces data at 100Mbps but he receiver can process data at 
only 1Mbps, the transmission will overload the receiver and data will be largely lost.



The Need For Standards.

• Over the past couple of decades many of the networks that 
were built used different hardware and software 
implementations, as a result:
• They were incompatible and it became difficult for networks using 

different specifications to communicate  with each other. 

• The companies involved in networks development realized 
that they needed to move from proprietary networking 
system into open system.

• Proprietary systems are privately developed, owned and 
controlled.
• Disadvantages are:

• Leads to monopolistic environment.

• Slows down the development of networking products.

• Open system is the opposite of proprietary systems.
• Advantages are:

• Leads to competitive environment.

• Accelerates the development of networking products.



The Need for Standards.

• To address the problem of networks being incompatible and unable 
to communicate with each other, the International Organisation for 
Standardisation (ISO) created a NETWORK MODEL.

• This NETWORK MODEL would help the vendor to create interoperable 
network implementations.

• This NETWORK MODEL is called OSI Reference Model.



ISO - Organization for Standardization.

• The International Organisation for Standardisation 
(ISO) is an International standards organisation 
responsible for a wide range of standards, including 
many that are relevant to computer networking.

• In 1984 , the Open Systems Interconnection (OSI) 
Reference Model was approved as an international 
standard for communications architecture.



Layered Tasks.

• We use the concept of layers in our daily life.
• As an example, let us consider two friends who communicate through

postal mail.
ͻ The process of sending a letter to a friend would be complex if there were no

services available from the post office.
ͻ This process of sending mail can be divided into several phases/activities and

each phase/activities is called layer.



Figure. Tasks involved in sending a letter



Hierarchy.

• In the previous mail communication example, we saw that three activities
were performed at the sender side and another three activities were
preformed at the receiver side.

• The task of transporting the mail between the sender and receiver is done
by the carrier.

• On important thing is that tasks must be done in the order given in the
hierarchy.

• At the sender side, the letter must be written and dropped into the mailbox before
being picked up by the mail carrier and delivered to the post office.

• At the receiver side, the letter must be dropped in the recipient mailbox before
being picked up and read by the recipient.



The OSI Reference Model.

• The model was developed by the International Organisation for
Standardisation (ISO) in 1984. It is now considered the primary architectural
model for inter-computer communications.

• The Open Systems Interconnection (OSI) reference model is a descriptive
network scheme. It ensures greater compatibility and interoperability
between various types of network technologies.

• The OSI model describes how information or data makes its way from
application programmes (such as spreadsheets) through a network medium
(such as wire) to another application programme located on another
network.

• The OSI reference model divides the problem of moving information
between computers over a network medium into SEVEN smaller and more
manageable problems .

• This separation into smaller more manageable functions is known as
layering.



A Layered Network Model.

• The OSI Reference Model is composed of seven layers, each
specifying particular network functions.

• The process of breaking up the functions or tasks of networking into layers
reduces complexity and makes learning easier to understand.

• It breaks the network communication into smaller, simpler parts that are
easier to develop.

• It allows different types of hardware and software to communicate with each
other.

• It prevents changes in one layer from affecting the other layers.



Layers of OSI Reference Model.
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Encapsulation.
• As the data flows down through the layers in the hierarchy, each layer

adds some extra information to the data in the form of headers or
tailors.

• This process of wrapping data with headers and tailors is called
encapsulation.

• These extra information are added for:
• To enable the opposite corresponding layer to take the right operation on the

data (to facilitate his work).

• To enable the network to transfer the data accurately from the source to the
destination.

• Through these information each layer actually communicates with
the opposite corresponding layer and this is called peer-to-peer
communication.

• At the receiver side De-Encapsulation take place.
encapsulation is a process of adding protocol specific information as well as

converting a protocol data unit (PDU) into a form that conforms into the layer it is in.

in this case, the PDU at the transport layer is the segment.



Encapsulation.



APPLICATION 

PRESENTATION

SESSION

TRANSPORT

NETWORK

DATA LINK

PHYSICAL

PHYSICAL

Physical characteristics of 
interfaces and media

Representation of bits

Data rate

Synchronization of bits

Line configuration

Physical topology

Transmission mode



Physical Layer.

• The physical layer performs the functions required to transmit a bit stream over a physical
medium.

• It deals with the mechanical and electrical specification of the transmission media.

• The major duties performed by physical layer are:

• Physical characteristics of interface and media.

• Defines the characteristics of the interface between the devices and the transmission media.

• It also defines the type of transmission medium.

• Representation of bits:

• Physical layer receives a steam of bits (sequence of 0s and 1s) without any interruption.

• To be transmitted, bits must be encoded into a signals ʹ electrical or optical.

• The physical layer defined the type of representation ( how 0s and 1s are changed into signals).

• Data rate:

• The transmission rate ʹ the number of bit per second- is also defined by the physical layer.

• Repeater is a device of the physical layer.

• Physical layer protocols are encoding techniques (RZ, NRZ, Manchester etc).



Physical Layer.
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Data Link Layer.

• The data link layer is responsible for moving frames from one hop (node) to
the next.

• The major duties of the data link layer are:
• Framing:

• The data link layer divides the stream of bits steam from the network layer into
manageable data units called frames.

• Physical addressing:
• If frame is to be distributed to different systems on the network, the data link layer adds

a header to the frame to define the sender and receiver of the frame.
• Physical address is the MAC address, which is hard coded into NIC and is of 48-bit

represented by Hexadecimal format.

• Flow control:
• If the rate at which the data are absorbed by the receiver is less than the rate produced

in the sender, the data link layer imposes a flow control mechanism to prevent
overwhelming the receiver.



Data Link Layer.

• Error control:

• The data link layer adds reliability to the physical layer by adding mechanism to detect 
and retransmit damaged or lost frames.

• It also uses a mechanism to prevent duplication of frames.

• Error control is normally achieved through a trailer added to the end of the frame.

• Access control:

• The data link layer protocol has to determine that how to get access to the link in case 
when two or more devices are connected to the same link.

• The PDU of the data link layer is called frame.

• Data Link layer protocols are CSMA/CD, CSMA/CA, Token Passing etc.



Node-to-Node Delivery.



Data Link Layer.
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Network Layer.

• The network layer is responsible for the source -to-destination 
delivery of a packet possibly across multiple networks.

• It two systems are connected to the same link, there is usually no need for a
network layer.

• However, if the two systems are attached to different networks with
connecting devices between the networks, there is need for the network
layer to accomplish the delivery.

• The major duties performed by the network layer are:



Network Layer.

• Logical addressing:
• The physical addressing implemented by the data link layer handles the addressing

problem locally.

• If a packet passes the network boundary, we need another addressing system to perform
the source and destination delivery.

• The network layer adds a header to the segment received from the session containing
the logical addresses of the sender and receiver.

• Logical address is also called IP address which is of 32-bits and represented in decimal
format.

• Routing:
• To route the packets from the source to destination in an internetwork, the router uses 

network layer information.

• The PDU of network layer is packet.

• Network layer protocols are IP, IPX, AppleTalk.



Network Layer.
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Transport Layer.



Reliable Process- -Process Delivery.



Transport Layer.
• The transport layer is responsible for process-to-process 

delivery of the entire message.

• The major duties performed by the transport layer are:
• Port address:

• Computers often running several processes (running programs) at the
same time:

• Each running process open a logical port on the computer.

• The transport layer header must therefore include a type of address
called port address.

• The network layer gets each packet to the correct computer, the
transport layer get the entire message to the correct process on that
computer.

• Segmentation and reassembly:
• A message received form the upper layers is divided into transmittable

segments, each segment contains a sequence number.

• These number enables the transport layer to reassemble the message
correctly upon arrival at the destination and to identify and replace
packets that were lost in the transmission.



Port No:
A port number is the logical address of each application or process that uses a 
network or the Internet to communicate. 
A port number uniquely identifies a network-based application on a 
computer.
A port numberis a wayto identify a specific processto which an Internet or other network messageis to be forwarded
whenit arrivesata server.
For the Transmission Control Protocol and the User Datagram Protocol, a port numberis a 16-bit integerthat is put in the
header appendedto a message unit.
This port numberis passed logically between clientand server transport layers and physically between the transport layer
and the InternetProtocol layer and forwarded on.
For example, a requestfrom a client (perhaps on behalf of youatyour PC)to a server on the Internet may request a file be
servedfrom that host's File Transfer Protocol (FTP) server or process.
In orderto pass your requestto the FTP processin the remote server, the Transmission Control Protocol (TCP) software
layer in your computer identifies the port number of 21 (whichby conventionis associated withan FTP request)in the
16-bit port number integer thatis appendedto your request.At the server, the TCP layer will read the port numberof 21
and forward your requestto the FTP programat the server.
Some services or processes have conventionally assigned permanent port numbers.
These are knownaswell-known port numbers.In other cases, a port numberis assigned temporarily(for the duration of
the request andits completion)from a range of assigned port numbers.
This is called anephemeral port number.

https://whatis.techtarget.com/definition/server
https://whatis.techtarget.com/definition/bit-binary-digit
https://whatis.techtarget.com/definition/integer
https://searchenterprisedesktop.techtarget.com/definition/client
https://searchunifiedcommunications.techtarget.com/definition/Internet-Protocol
https://searchnetworking.techtarget.com/definition/TCP
https://searchnetworking.techtarget.com/definition/well-known-port-numbers


Important to Remember!!
• The Internet model has three protocolsat the transport layer: UDP, TCP, and SCTP.
• The data link layeris responsible for deliveryof frames between two neighboring nodes over a

link. This is called node-to-nodedelivery. The network layeris responsible for deliveryof
datagrams between two hosts. Thisis called host-to-host delivery. Communicationon the
Internetis not definedasthe exchangeof data between two nodesor between two hosts. Real
communication takes place between two processes.So that we need process-to-process
delivery.

• However,at any moment, several processes mayberunningon the source host and severalon
the destination host.To complete the delivery,we need a mechanismto deliver data fromone
of these processes runningon the source hostto the corresponding process runningon the
destination host.

• The transport layeris responsible for process-to-process delivery-the deliveryof a packet, part
of a message, fromone processto another. The following figure shows these three typesof
deliveries and their domains.



Transport Layer.

• Connection Control:
• The transport layer can be either connectionless or connection oriented.
• A connection oriented transport layer makes a logical connection with the transport

layer at the destination machine first before delivering the packets.
• After all the data are transferred, the connection is terminated.

• Flow control:
• Like data link layer, the transport layer is resposnsible for flow control.
• However, flow control at this layer is performed end to end rather than across a single 

link.

• Error control:
• Like data link layer, the transport layer is responsible for error control.
• However, error control at this layer is performed end to end rather than across a single 

link.

• Transport layer 4 protocols include TCP (Transmission Control Protocol) and 
UDP (User Datagram Protocol).
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Session Layer.• The session layer defines how to establish, maintaining and 
terminates session between two communication hosts.

• The major duties of the session layer are:
• Synchronization:

• For lengthy transaction (file transfer), the user may choose to establish
synchronization points associated with the transfer. If a fault develops
during a transaction, the dialog may be restarted at an agreed
synchronization point.

• Dialog control:
• Session layer determines that which role is to be played at any given

time by a host.

• Duplex: Two-way simultaneous.

• Half-Duplex: Two-way alternate.

• Simplex: One-way.

• Session layer protocols are SQL, ASP(AppleTalk Session
Protocol), Remote Procedure Call (RPC), X Window System.



Session Layer.
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Presentation Layer.

• The presentation layer ensures that the information that the application 
layer of one system sends out is readable by the application layer of 
another system.

• The major duties of the presentation layer are:
• Format conversion:

• Convert message from one format into another format .i.e. for ASCII to EBCEDIC or vice 
versa.

• Compression.
• Compress the message to take less bandwidth on the transmission media and less time 

for transmission.

• Encryption:
• Convert the message into a form that will not be readable by others.
• Provides security to the message.

• Protocols of the presentation layer are JPEG, MPEG, ASCII, EBCDIC etc.



Presentation Layer.
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Application Layer.

• The application layer is the OSI layer that is closest to the user.

• Iƚ ƉƌŽǀŝĚĞƐ ŶĞƚǁŽƌŬ ƐĞƌǀŝĐĞƐ ƚŽ ƚŚĞ ƵƐĞƌ Ɛ͛ ĂƉƉůŝĐĂƚŝŽŶƐ ;͘ŝ͘Ğ͘ ƐƉƌĞĂĚƐŚĞĞƚ 
etc). 

• The major duties are:
• Mail service:

• It provides network services for the email application.

• File transfer and Access:

• It provides network services for a user to access files on a remote computer, to retrieve 
files from a remote computer for use in the local computer and to manage or control 
files in a remote computer locally.

• World Wide Web:

• It provides network services to access the World Wide Web.



Application Layer.
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Summary.

• There was no standard for networks in the early days and as a result it was difficult for 
networks to communicate with each other.

• The International Organisation for Standardisation (ISO) recognised this. and researched 
various network schemes, and in 1984 introduced the Open Systems Interconnection (OSI) 
reference model.       

• The OSI reference model has standards which ensure vendors greater compatibility and 
interoperability between various types of network technologies. 

• The OSI reference model organizes network functions into seven numbered layers.

• Each layer provides a service to the layer above it in the protocol specification and 
ĐŽŵŵƵŶŝĐĂƚĞƐ ǁŝƚŚ ƚŚĞ ƐĂŵĞ ůĂǇĞƌ Ɛ͛ ƐŽĨƚǁĂƌĞ Žƌ ŚĂƌĚǁĂƌĞ ŽŶ ŽƚŚĞƌ ĐŽŵƉƵƚĞƌƐ͘ 



Summary of the Layers.





Protocols supported at various levels

Layer Name Protocols

Layer 7 Application SMTP, HTTP, FTP, POP3, 

SNMP

Layer 6 Presentation MPEG, ASCH, SSL, TLS

Layer 5 Session NetBIOS, SAP

Layer 4 Transport TCP, UDP

Layer 3 Network IPV5, IPV6, ICMP, IPSEC, 

ARP, MPLS.

Layer 2 Data Link RAPA, PPP, Frame Relay, 

ATM, Fiber Cable, etc.

Layer 1 Physical RS232, 100BaseTX, ISDN, 

11.



OSI Model TCP/IP model

OSI model provides a clear 

distinction between interfaces, 

services, and protocols.

TCP/IP doesn't offer any clear 

distinguishing points between 

services, interfaces, and 

protocols.

OSI uses the network layer to 

define routing standards and 

protocols.

TCP/IP uses only the Internet 

layer.

OSI model use two separate 

layers physical and data link to 

define the functionality of the 

bottom layers

TCP/IP uses only one layer 

(link).

OSI model, the transport layer 

is only connection-oriented.

A layer of the TCP/IP model is 

both connection-oriented and 

connectionless.

In OSI model, data link layer 

and physical are separate 

layers.

In TCP data link layer and 

physical layer are combined as 

a single host-to-network layer.

The minimum size of the OSI 

header is 5 bytes.

Minimum header size is 20 

bytes.

•Layer 1 (Network Access): Also called the Link or 

Network Interface layer. This layer combines the OSI 

ŵŽĚĞů Ɛ͛ Lϭ ĂŶĚ LϮ͘
•Layer 2 (Internet): This layer is similar to the OSI 

ŵŽĚĞů Ɛ͛ Lϯ͘
•Layer 3 (Transport): Also called the Host-to-Host 

ůĂǇĞƌ͘  TŚŝƐ ůĂǇĞƌ ŝƐ ƐŝŵŝůĂƌ ƚŽ ƚŚĞ O“I ŵŽĚĞů Ɛ͛ Lϰ͘
•Layer 4 (Application): Also called the Process layer, 

ƚŚŝƐ ůĂǇĞƌ ĐŽŵďŝŶĞƐ ƚŚĞ O“I ŵŽĚĞů Ɛ͛ Lϱ͕ Lϲ͕ ĂŶĚ Lϳ͘



Application, Presentation, and Session Layers

• LĞƚ Ɛ͛ suppose ǇŽƵ͛ƌĞ using Skype on a laptop. YŽƵ͛ƌĞ messaging your friend,
ǁŚŽ Ɛ͛ using Skype on their phone from a different network.

• Skype, as a network-connected application, uses Layer
7 (Application) protocols like Telnet. If you send your friend a picture of
your cat, Skype would be using the File Transfer Protocol (FTP).

• Layer 6 (Presentation) receives application data from Layer 7, translates it
into binary, and compresses it. When you send a message, Layer 6 encrypts
that data as it leaves your network. Then it decrypts the data when your
friend receives it.

• Applications like Skype consist of text files and image files. When you
download these files, Layer 5 (Session) determines which data packets
belong to which files, as well as where these packets go. Layer 5 also
establishes, maintains, and ends communication between devices.





TCP/IP Model 

• TCP/IP helps you to determine how a specific computer should be
connected to the internet and how you can transmit data between
them. It helps you to create a virtual network when multiple
computer networks are connected together.

• TCP/IP stands for Transmission Control Protocol/ Internet Protocol. It
is specifically designed as a model to offer highly reliable and end-to-
end byte stream over an unreliable internetwork.











OSI Model TCP/IP Model
It is developed by ISO (International Standard 
Organization)

It is developed by ARPANET (Advanced Research 
Project Agency Network).

OSI model provides a clear distinction between 
interfaces, services, and protocols.

TCP/IP doesn't have any clear distinguishing points 
between services, interfaces, and protocols.

OSI refers to Open Systems Interconnection. TCP refers to Transmission Control Protocol.

OSI uses the network layer to define routing standards 
and protocols.

TCP/IP uses only the Internet layer.

OSI follows a vertical approach. TCP/IP follows a horizontal approach.

OSI layers have seven layers. TCP/IP has four layers.

In the OSI model, the transport layer is only connection-
oriented.

A layer of the TCP/IP model is both connection-oriented 
and connectionless.

In the OSI model, the data link layer and physical are 
separate layers.

In TCP, physical and data link are both combined as a 
single host-to-network layer.

Session and presentation layers are a part of the OSI 
model.

There is no session and presentation layer in the TCP 
model.

It is defined after the advent of the Internet. It is defined before the advent of the internet.

The minimum size of the OSI header is 5 bytes. The minimum header size is 20 bytes.



TCP/IP

• The TCP/IP model was created in the 1970s by the Defense Advance
Research Project Agency (DARPA).

• Like the OSI model, it describes general guidelines for designing and
implementing computer protocols.
It consists of four layers: Network Access, Internet, Transport, and
Application.

• The Application, Presentation, and Session layers of the OSI model are
merged in only one layer, Application layer, in the TCP/IP model.

• Also, Physical and Data Link layers are called Network Access layer in
the TCP/IP model.



TCP/IP Layered Protocol

http://programmerhelp404.blogspot.in/2014/01/iso-osi-layer-model-tcpip-model.html



Wired LANs
• Ethernet is the most widely installed LAN technology
• It is link layer protocol in the TCP/IP Stack.
• It describes how networked devices can format data for transmission 

to other network devices on the same network segment and how to put 
that data out on the network.
• A wired home network uses Ethernet cable to connect the computers 

to the network router. 

• It defines two units of transmission
• Packet
• Frame

It is a LAN protocol that is used in Bus and Star topologies and implements CSMA/CD as the 

medium access method



History of Ethernet

• Developed by Bob Metcalfe and others at Xerox PARC in mid-
1970s
• Roots in Aloha packet-radio network
• Standardized by Xerox, DEC, and Intel in 1978
• LAN standards define MAC and physical layer connectivity
• IEEE 802.3 (CSMA/CD - Ethernet) standard – originally 

2Mbps
• IEEE 802.3u standard for 100Mbps Ethernet
• IEEE 802.3z standard for 1,000Mbps Ethernet



LAN Technology

• Ethernetis the most popular physical layer LAN technologyin use today.
• A standard Ethernet network can transmit dataat a rateup to 10 Megabits

per second (10Mbps).
• Other LAN types include Token Ring, Fast Ethernet, Gigabit Ethernet,10

Gigabit Ethernet, Fiber Distributed Data Interface (FDDI)etc.
• Ethernetis popular becauseit strikes a good balance between speed, cost

andeaseof installation.
• The Institute for Electrical and Electronic Engineers developedanEthernet

standard knownasIEEE Standard802.3.
• This standard defines rules for configuringan Ethernet network andalso

specifieshowthe elementsin anEthernet network interact withoneanother.



Fast Ethernet

• The Fast Ethernet standard (IEEE 802.3u) has been established for
Ethernet networks that need higher transmission speeds.

• This standard raises the Ethernet speed limit from 10 Mbps to 100
Mbps with only minimal changes to the existing cable structure.

• Fast Ethernet provides faster throughput for video, multimedia,
graphics, Internet surfing and stronger error detection and correction.



Ethernet Technologies: 10Base2
• 10:10Mbps; 2: under 185 (~200) meters cable length 

• Thin coaxial cable in a bus topology

• Repeaters used to connect multiple segments
• Repeater repeats bits it hears on one interface to its other interfaces: physical 

layer device only!

• Repeaters used to connect multiple segments
• Repeater repeats bits it hears on one interface to its other interfaces: physical 

layer device only!



Ethernet Code

10 at the beginning means the network operates at 

10Mbps.

BASE means the type of signaling used is baseband.

2 or 5 at the end indicates the maximum cable length in 

meters.

T the end stands for twisted-pair cable.

X at the end stands for full duplex-capable cable.

FL at the end stands for fiber optic cable.

In order to understand standard Ethernet code, one must understand what each digit means. Following is 
a guide:
Guide to Ethernet Coding
For example: 100BASE-TX indicates a Fast Ethernet connection (100 Mbps) that uses a
twisted pair cable capable of full-duplex transmissions.

There are four major types of media in use today:
Thickwire for 10BASE5 networks; thin coax for 10BASE2
networks; unshielded twisted pair (UTP) for 10BASE-T
networks; and fiber optic for 10BASE-FL or Fiber-Optic
Inter-Repeater Link (FOIRL) networks.



Ethernet Overview
• Most popular packet-switched LAN technology

• Bandwidths: 10Mbps, 100Mbps, 1Gbps

• Max bus length: 2500m 
• 500m segments with 4 repeaters

• Bus and Star topologies are used to connect hosts
• Hosts attach to network via Ethernet transceiver or hub or switch

• Detects line state and sends/receives signals

• Hubs are used to facilitate shared connections
• All hosts on an Ethernet are competing for access to the medium

• Switches break this model

• Problem: Distributed algorithm that provides fair access



Collision Problem

• Ethernet is a shared medium, so there are rules for sending packets of 
data to avoid conflicts and to protect data integrity. 

• Nodes determine when the network is available for sending packets. 

• It is possible that two or more nodes at different locations will 
attempt to send data at the same time. 

• When this happens, a packet collision occurs.



CSMA/CD

• The CSMA/CD protocol used for Ethernet and a varietyof other applications falls into
three categories.

• The first is Carrier Sense. Hereeachstation listenson the network for traffic andit can
detect when the networkis quiet.

• The secondis the Multiple Access aspect where the stations are ableto determine for
themselves whether they should transmit. The final elementis the Collision
Detect element.

• Even though stations may find the network free,it is still possible that two stations will
startto transmitat virtually the same time.

• If this happens then the two setsof data being transmitted will collide.
• If this occurs then the stationscandetect this and they will stop transmitting. They then

back off a random amountof time before attempting a retransmission.
• The random delayis importantasit prevents the two stations startingto transmit together

a second time.



Protocol used in Ethernet
State Diagram for CSMA/CD

Packet?

Sense 
Carrier

Discard 
Packet

Send Detect 
Collision

Jam channel 
b=CalcBackoff(); 

wait(b);
attempts++;

No

Yes

attempts < 16

attempts == 16

In order to manage collision Ethernet uses

CSMA/CD: EƚŚĞƌŶĞƚ͛Ɛ Media Access Control (MAC) policy

CS = carrier sense

Send only if medium is idle

MA = multiple access

CD = collision detection

Stop sending immediately if collision is detected



Ethernet Frame Format

• Header

• Preamble (PRE) - This is seven bytes long and it consists of a pattern of 
alternating ones and zeros. It indicates the receiver that frame is coming and 
allow the receiver to lock onto the data stream before the actual frame 
begins.. (10 Mbps Ethernet)

• Start Of Frame delimiter (SOF) - This consists of one byte and contains an 
alternating pattern of ones and zeros but ending in two ones.



Ethernet Frame Format

• Destination Address (DA) - This is 6-Byte field which contains the MAC address of
machine for which data is destined.

• Source Address (SA) - This is a 6-Byte field which contains the MAC address of
source machine.



Ethernet Frame Format

• Length / Type - This field is two bytes in length. It provides MAC
information and indicates the number of client data types that are
contained in the data field of the frame.



Ethernet Frame Format
• Payload

• Data - This block contains the payload data and it may be up to 1500 bytes
long. If the length of the field is less than 46 bytes, then padding data is added
to bring its length up to the required minimum of 46 bytes.

• Trailer

• Frame Check Sequence (FCS) - This field is four bytes long. It contains a 32 bit
Cyclic Redundancy Check (CRC) which is generated over the DA, SA, Length /
Type and Data fields.



Minimum and maximum lengths

• Size of frame of Ethernet IEEE 802.3 varies 64 bytes to 1518 bytes including data 
length (46 to 1500 bytes).



Example of an Ethernet address in hexadecimal notation



Figure 13.7  Unicast and multicast addresses



The least significant bit of the first byte 

defines the type of address.

If the bit is 0, the address is unicast;

otherwise, it is multicast.

Note



Define the type of the following destination addresses:
a. 4A:30:10:21:10:1A b. 47:20:1B:2E:08:EE
c. FF:FF:FF:FF:FF:FF

Solution
To find the type of the address, we need to look at the 

second hexadecimal digit from the left. If it is even, the 

address is unicast. If it is odd, the address is multicast. If 

all digits are F’s, the address is broadcast. Therefore, we 
have the following:

a.  This is a unicast address because A in binary is 1010.

b. This is a multicast address because 7 in binary is 0111.

c. This is a broadcast address because all digits are F’s.

Example 13.1



Show how the address 47:20:1B:2E:08:EEis sent out on 
line.

Solution
The address is sent left-to-right, byte by byte; for each byte, 

it is sent right-to-left, bit by bit, as shown below:

Example 13.2



Wireless LANs



IEEE 802 Standards Working Groups



Wireless LANs

• Popular WLAN technologies all follow one of the three main Wi-
Fi communication standards.

• The benefits of wireless networking depend on the standard
employed:

• 802.11b was the first standard to be widely used in WLANs.

• The 802.11a standard is faster but more expensive than 802.11b;
802.11a is more commonly found in business networks.

• The newest standard, 802.11g, attempts to combine the best of both
802.11a and 802.11b, though it too is more a more expensive home
networking option.



Wireless LANs

• Wireless LANs suffer a few more reliability problems than wired LANs.

• High Cost than wired LANs.

• WLANs support 54 Mbps, that is approximately one-half the
bandwidth of Fast Ethernet.

• Wireless LANs are less secure than wired LANs, because wireless
communication signals travel through the air and can easily be
intercepted.



Wired Vs Wireless LANs

Wired Wireless

Installation moderate difficulty easier, but beware interference

Cost less more

Reliability high reasonably high

Performance very good good

Security reasonably good reasonably good

Mobility limited outstanding



Wireless LAN Architecture

• Src: https://www.youtube.com/watch?v=5hJx5WabV_g



Access-Point (AP)

Device that provide access to a distribution system for associated stations. 

• Most often infra-structure products that connect to wired backbones 

• Stations select an Access-Point and “associate with it 
Access-Points : 

• Support roaming 
• Provide time synchronization functions (beaconing) 
• Provide Power Management support 

Traffic typically flows through Access-Point 

• direct Station-to-Station communication takes place



Basic Service Set (BSS)

ͻ A set of stations controlled by a single ͞CŽŽƌĚŝŶĂƚŝŽŶ FƵŶĐƚŝŽŶ͟ (=the
logical function that determines when a station can transmit or
receive)

ͻ A BSS can have an Access-Point (both in standalone networks and in
building-wide configurations), or can run without and Access-Point
(in standalone networks only)



Basic Service Set

ͻ The basic services set contain stationary or mobile wireless stations and a central base station 
called access point (AP).

• The use of access point is optional.
• If the access point is not present, it is known as stand-alone network.  

Such a BSS cannot send data to other BSSs. 

This type of architecture is known as ad hoc architecture.

• The BSS in which an access point is present is known as an infrastructure network.



Independent Basic Service Set (IBSS)

• A Basic Service Set (BSS) which forms a self-contained networkin
whichnoaccessto a Distribution Systemis available

• A BSS withoutanAccess-Point

• One of the stationsin the IBSScan be configuredto “initiate” the
network and assume the Coordination Function

• Diameterof the cell determinedby coverage distance between two
wireless stations

•







Extended Service Set
ͻ AŶ ĞǆƚĞŶĚĞĚ ƐĞƌǀŝĐĞ ƐĞƚ ŝƐ ĐƌĞĂƚĞĚ ďǇ ũŽŝŶŝŶŐ ƚǁŽ Žƌ ŵŽƌĞ ďĂƐŝĐ ƐĞƌǀŝĐĞ ƐĞƚƐ 
(BSS) having access points (APs).

ͻ TŚĞƐĞ ĞǆƚĞŶĚĞĚ ŶĞƚǁŽƌŬƐ ĂƌĞ ĐƌĞĂƚĞĚ ďǇ ũŽŝŶŝŶŐ ƚŚĞ ĂĐĐĞƐƐ ƉŽŝŶƚƐ ŽĨ ďĂƐŝĐ 
services sets through a wired LAN known as distribution system.

ͻ  TŚĞƌĞ ĂƌĞ ƚǁŽ ƚǇƉĞƐ ŽĨ ƐƚĂƚŝŽŶƐ ŝŶ E““͗
(i) Mobile stations: These are normal stations inside a BSS.

(ii) Stationary stations: These are AP stations that are part of a wired LAN.

ͻ CŽŵŵƵŶŝĐĂƚŝŽŶ ďĞƚǁĞĞŶ ƚǁŽ ƐƚĂƚŝŽŶƐ ŝŶ ƚǁŽ ĚŝĨĨĞƌĞŶƚ B““ ƵƐƵĂůůǇ ŽĐĐƵƌƐ 
via two APs.

ͻ A ŵŽďŝůĞ ƐƚĂƚŝŽŶ ĐĂŶ ďĞůŽŶŐ ƚŽ ŵŽƌĞ ƚŚĂŶ ŽŶĞ B““ Ăƚ ƚŚĞ ƐĂŵĞ ƚŝŵĞ͘



Extended Service Set



802.11 Station Types

• IEEE 802.11 defines three types of stations on the basis of their mobility in
wireless LAN. These are:

1. No-transition Mobility

2. BSS-transition Mobility

3. ESS-transition Mobility

1.No-transition Mobility: These types of stations are either
stationary i.e. immovable or move only inside a BSS.

2. BSS-transition mobility: These types of stations can move from one BSS to
another but the movement is limited inside an ESS.

3. ESS-transition mobility: These types of stations can move from one ESS to
another. The communication mayor may not be continuous when a station moves
from one ESS to another ESS.



Distribution System (DS) 

• A system to interconnect a set of Basic Service Sets 
– Integrated; A single Access-Point in a standalone network

– Wired; Using cable to interconnect the Access-Points

– Wireless; Using wireless to interconnect the Access-Points



Wireless Media

• Physical layers used in wireless networks

• have neither absolute nor readily observable boundaries 
outside which stations are unable to receive frames

• are unprotected from outside signals

• communicate over a medium significantly less reliable than 
the cable of a wired network

• have dynamic topologies

• lack full connectivity and therefore the assumption normally 
made that every station can hear every other station in a 
LAN is invalid (i.e., STAs may be ͞ŚŝĚĚĞŶ͟ from each other)

• have time varying and asymmetric propagation properties



Limitations of the Wireless environment
• Limitations of the Wireless Network

• limited communication bandwidth

• frequent disconnections

• heterogeneity of fragmented networks

• Limitations Imposed by Mobility

• route breakages

• lack of mobility awareness by system/applications 

• Limitations of the Mobile Device

• short battery lifetime

• limited capacities



Wireless v/s Wired networks
• Regulations of frequencies

• Limited availability, coordination is required

• useful frequencies are almost all occupied

• Bandwidth and delays

• Low transmission rates

• few Kbps to some Mbps.

• Higher delays

• several hundred milliseconds

• Higher loss rates 

• susceptible to interference, e.g., engines, lightning

• Always shared medium

• Lower security, simpler active attacking

• radio interface accessible for everyone

• Fake base stations can attract calls from mobile phones

• secure access mechanisms important



Difference Between Wired and Wireless

• If both A and C sense the channel to be idle at the same time, 
they send at the same time.

• Collision can be detected at sender in Ethernet.

• Half-duplex radios in wireless cannot detect collision at sender.

A B C
A

B

C

Ethernet LAN Wireless LAN



Issues in WLANs

• There are three problems in a wireless LAN, which are not found in 
wired LANs. 

• These problems are as follows: 

- Hidden terminal problem 

- Exposed terminal problem 











Exposed Terminal Problem

• A starts sending to B.

• C senses carrier, finds medium in use and has to wait for 
A->B to end.

• D is outside the range of A, therefore waiting is not 
necessary.

• A ĂŶĚ C ĂƌĞ ͞ĞǆƉŽƐĞĚ͟ ƚĞƌŵŝŶĂůƐ

A B
C

D



Difference

1.CSMA CD takes effect after a collision while CSMA CA takes effect 
before a collision.
2.CSMA CA reduces the possibility of a collision while CSMA CD 
only minimizes the recovery time.
3.CSMA CD is typically used in wired networks while CSMA CA is 
used in wireless networks.



Medium Access Control protocol

• It is a one of sublayers of Data Link layer in OSI model. 

• The MAC is a set of rules to determine how to access the medium and data 
link components. The MAC rides on every transmission of user data into 
the air. It provides the core framing operations and the interaction with a 
wired network backbone. 

• MAC purpose: 

ʹ Coordinates and shares use of bandwidth

ʹ Timing synchronization

ʹ User datagram transfer function 

ʹ MAC layer management functions



MAC mechanism in 802.11

• Distributed Foundation Wireless MAC(DFWMAC)

• 802.11 uses DCF(Distributed Coordination Function) based on
CSMA/CA mechanism (Carrier Sense Multiple Access with Collision
Avoidance)

• It is considered to be ͚ĨĂŝƌ͛ for all users because treats them equally.

• Two mechanisms:

- Basic access

- RTS/CTS



MAC Modes

• The802.11MAC protocol designed with two modesof communication

• Distributed Coordination Function (DCF) basedon Carrier Sense MultipleAccess
with Collision Avoidance (CSMA/CA)
– all stations are equal
– "listen beforetalk”
- station waits for quiet periodon network
- beginsto transmit data - detects possible collisions

• Point Coordination Function (PCF) – It is implementedto provide real time services.
• When PCFis in operation theAP controls mediumaccessand avoids simultaneous

transmissionsby the nodes.



• Inter frame Spacing

• Time Interval between the transmission of two successive frame by any 
station.

A contention-based

protocol (CBP) is a

communications

protocol for operating

wireless

telecommunication

equipment that allows

many users to use the

same radio channel

without pre-

coordination. The

"listen before talk"

operating procedure in

IEEE 802.11 is the

most well known

contention-based

protocol



802.11-based Wireless LANs
Architecture and Physical Layer



The 802.11 Protocol Stack



Spread-Spectrum techniques

• Methods by which a signal (e.g. an electrical, electromagnetic, or acoustic
signal) generated with a particular bandwidth is deliberately spread in the
frequency domain, resulting in a signal with a wider bandwidth.

• These techniques are used for a variety of reasons, including the
establishment of secure communications, increasing resistance to natural
interference, noise and jamming, to prevent detection, and to limit power
flux density (e.g. in satellite downlinks).

• Spread spectrum is designed to be used in wireless applications (LANs and
WANs). In wireless applications, all stations use air (or a vacuum) as the
medium for communication. Stations must be able to share this medium
without interception by an eavesdropper and without being subject to
jamming from a malicious intruder.



Wireless Physical Layer 

• Physical layer conforms to OSI (five options)
• 1997: 802.11 infrared, FHSS, DHSS
• 1999: 802.11a OFDM and 802.11b HR-DSSS
• 2001: 802.11g OFDM

• 802.11 Infrared
• Two capacities 1 Mbps or 2 Mbps.
• Cannot penetrate walls.

• 802.11 FHSS (Frequence Hopping Spread Spectrum)
• 79 channels, each 1 Mhz wide at low end of 2.4 GHz ISM 

band.
• Same pseudo-random number generator used by all stations.
• Dwell time: min. time on channel before hopping (400msec).



Wireless Physical Layer 

• 802.11 DSSS (Direct Sequence Spread Spectrum)
• Spreads signal over entire spectrum using pseudo-random 

sequence (similar to CDMA  see Tanenbaum sec. 2.6.2).
• Each bit transmitted as 11 chips (Barker seq.) 
• 1 or 2 Mbps.

• 802.11a OFDM (Orthogonal Frequency Divisional Multiplexing)
• Compatible with European HiperLan2.
• 54Mbps in wider 5.5 GHz band ➔ transmission range is limited.
• Encoding is complex 
• E.g., at 54Mbps 216 data bits encoded into into 288-bit symbols.
• More difficulty penetrating walls.



Wireless Physical Layer 

• 802.11g OFDM(Orthogonal Frequency Division 
Multiplexing)

• Supports 54 Mbps.

• Uses 2.4 GHz frequency for greater range.



802.11- in the TCP/IP stack

mobile terminal

access point

server

fixed terminal

application

TCP

802.11 PHY

802.11 MAC

IP

802.3 MAC

802.3 PHY

application

TCP

802.3 PHY

802.3 MAC

IP

802.11 MAC

802.11 PHY

LLC

infrastructure network

LLC LLC



802.11 - Layers and functions

• PLCP Physical Layer Convergence Protocol

• clear channel assessment 
signal (carrier sense)

• PMD Physical Medium Dependent

• modulation, coding

• PHY Management

• channel selection

• Station Management

• coordination of all 
management functions

PMD

PLCP

MAC

LLC

MAC Management

PHY Management

• MAC

• access mechanisms, 
fragmentation, encryption 

• MAC Management

• synchronization, roaming, power 
management
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Distribution System

Portal

802.x LAN

Access
Point

802.11 LAN

BSS2

802.11 LAN

BSS1

Access
Point

802.11 - infrastructure network
•Station (STA)

• terminal with access mechanisms 
to the wireless medium and radio 
contact to the access point

•Basic Service Set (BSS)

• group of stations using the same 
radio frequency

•Access Point

• station integrated into the 
wireless LAN and the distribution 
system

•Portal

• bridge to other (wired) networks

•Distribution System

• interconnection network to form 
one logical network (EES: 
Extended Service Set) based 
on several BSS

STA1

STA2 STA3

ESS

Source: Schiller



Distribution System (DS) concepts

• The Distribution system interconnects multiple BSSs

• 802.11 standard logically separates the wireless medium
from the distribution system ʹ it does not preclude, nor
demand, that the multiple media be same or different

• An Access Point (AP) is a STA that provides access to the DS
by providing DS services in addition to acting as a STA.

• Data moves between BSS and the DS via an AP

• The DS and BSSs allow 802.11 to create a wireless network
of arbitrary size and complexity called the Extended Service
Set network (ESS)



802.11 - Frame format
• Types

• control frames, management frames, data frames

• Sequence numbers
• important against duplicated frames due to lost ACKs 

• Addresses
• receiver, transmitter (physical), BSS identifier, sender (logical)

• Miscellaneous
• sending time, checksum, frame control, data

Frame
Control

Duration
ID

Address
1

Address
2

Address
3

Sequence
Control

Address
4

Data CRC

2 2 6 6 6 62 40-2312bytes

version, type, fragmentation, security, ...



Types of Frames

• Control Frames

• RTS/CTS/ACK

• Management Frames

• Beacons

• Request/Response

• Association Request/Response

• Dissociation/Reassociation

• Authentication/Deauthentication

• Data Frames



VLANs allow network administratorsto partition their
networks to match the functional and security
requirementsof their systems without havingto run new
cablesor make major changesin their current network
infrastructure.

IEEE 802.1Qis the standard defining VLANs.

Virtual LANs



Virtual LANs

If we want to move  computers from group1 to group3, then rewiring (physical 
replacement) has to be done

What is the alternative solution??

VLAN: Virtual (logical) Local Area Network : Local Area 
Network configured by software not by physical wiring

3 Collision domains 
3 Broadcast domains



Figure 26-2 A switch using VLAN software



Figure 26-3

Two 
switches 

in a 
backbone 

using 
VLAN 

software



Figure 16.15 A switch using VLAN software

▪Using the Virtual LAN technology will allow grouping computers 
logically instead of physically.

▪VLAN divides the physical LAN into several Logical LANs 
called VLANs

▪ Switch maintains a look up table to know to which LAN a 
machine belongs to. 

VLAN1: Ports 1,2,5,7

VLAN2: Ports 3,4,6

VLAN3: Ports 8,9,10

1 2 3 4 5 6 7 8 9 10

Separate broadcast domain ➔
separate network



VLANs create broadcast domains.

Note:



Advantages Of VLAN

• Reduce cost and installation time: 
• Instead of physically moving a station to another segment or another 

switch, it can be moved by software.

• Increase security: 
• A group of users needing a high security can be put into a VLAN so that 

NO users outside the VLAN can communicate with them.
• Stations belong to the same group can send broadcast messages that 

will NOT be received by users in others VLAN groups

• Creating Virtual Workgroups
• Stations located at physically different locations can be added easily to 

the same broadcast domain so that they can send broadcast messages to 
one another.
• EXAMPLE:  people from different departments working on the same 

project


